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ABSTRACT 

The rapid proliferation of the Internet of Things 

(IoT), Industrial Internet of Things (IIoT), edge 

computing, and next-generation communication 

networks has significantly increased the demand 

for secure and efficient key exchange mechanisms. 

Resource-constrained devices deployed in these 

environments possess limited computational 

capability, memory, bandwidth, and battery power, 

making conventional cryptographic algorithms 

such as RSA and traditional Diffie–Hellman 

unsuitable for practical implementation. 

Consequently, lightweight authentication and key 

agreement protocols have emerged as an active 

research area to provide secure communication 

while minimizing computational and 

communication overhead. This review presents a 

comprehensive analysis of the evolution of key 

exchange protocols, ranging from classical 

public-key cryptography to modern lightweight 

cryptographic techniques based on Elliptic Curve 

Cryptography (ECC), hash functions, Physical 

Unclonable Functions (PUFs), identity-based 

cryptography, blockchain, and edge-assisted 

authentication frameworks. The paper critically 

reviews recent authentication and key agreement 

protocols proposed for IoT, smart grids, wireless 

sensor networks, and edge computing 

environments, with emphasis on their security 

properties, computational complexity, 

communication cost, energy efficiency, scalability, 

and resistance against common cyberattacks 

including replay, impersonation, 

man-in-the-middle, insider, and session key 

disclosure attacks. Furthermore, a comparative 

analysis of existing protocols is presented to 

identify their strengths and limitations. Based on 

the findings, several open research challenges are 

highlighted, including lightweight post-quantum 

 
 

security, dynamic key management, privacy 

preservation, interoperability, and secure    

Integration with 5G/6G-enabled IoT ecosystems. 

Finally, future research directions are discussed to 

support the development of adaptive, scalable, and 

quantum-resilient lightweight key exchange 

protocols capable of meeting the security and 

performance requirements of next-generation 

resource-constrained networks. 
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Authenticated Key Agreement; Elliptic Curve 
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Devices; Internet of Medical Things (IoMT); Smart 

Grid; Edge Computing; 5G/6G Networks; Mutual 

Authentication; Cyber security. 

I. INTRODUCTION 

A. 1. Introduction 

The Internet of Things (IoT) has become one of the 

most influential technologies of the digital era, 

connecting billions of devices that continuously 

collect, process, and exchange data. Today, IoT 

applications are widely used in smart homes, 

healthcare, industrial automation, transportation, 

agriculture, and smart grid systems. The integration 

of edge computing and 5G/6G communication 

technologies has further expanded the capabilities 

of IoT by enabling faster data processing, lower 

latency, and real-time decision-making. While 

these advancements have improved the efficiency 

and intelligence of connected systems, they have 

also introduced significant security challenges. 

One of the primary requirements for secure 

communication in IoT networks is the ability to 

establish a secret key between communicating 

devices. A key exchange protocol enables two 

legitimate entities to generate a common secret key 

over an insecure communication channel without 

exposing sensitive information to potential 

attackers. Once established, the shared key is used 
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to protect data confidentiality, ensure message 

integrity, and authenticate communicating devices. 

Therefore, the security of the entire communication 

process largely depends on the effectiveness of the 

key exchange mechanism. 

Traditional public-key cryptographic algorithms, 

such as RSA and the Diffie–Hellman (DH) key 

exchange protocol, have been widely used to 

secure digital communications for decades. 

Although these techniques provide strong 

cryptographic security, they require considerable 

computational power, memory, and energy. Such 

requirements are often beyond the capabilities of 

IoT devices, which are typically designed with 

limited processing resources, restricted memory, 

and battery constraints. As the number of 

connected devices continues to increase, the need 

for lightweight security mechanisms has become 

more critical. 

To overcome these limitations, researchers have 

proposed a variety of lightweight authentication 

and key exchange protocols that aim to reduce 

computational complexity while maintaining a 

high level of security. Among these, Elliptic Curve 

Cryptography (ECC) has emerged as one of the 

most promising approaches because it offers 

equivalent security with much smaller key sizes 

compared to traditional public-key algorithms. 

Other techniques, including hash-based 

authentication, identity-based cryptography, 

Physical Unclonable Functions (PUFs), 

blockchain-assisted security, and edge-assisted 

authentication frameworks, have also been 

investigated to address the unique requirements of 

resource-constrained environments. 

Despite the considerable progress made in this 

area, designing an efficient and secure lightweight 

key exchange protocol remains a challenging task. 

Many existing schemes achieve lower 

computational costs but compromise on scalability, 

privacy, or resistance to sophisticated attacks. 

Furthermore, the emergence of heterogeneous IoT 

environments, edge computing, and quantum 

computing has introduced new security 

requirements that many current protocols are not 

fully equipped to address. 

This review paper provides a comprehensive 

overview of lightweight key exchange protocols 

designed for resource-constrained IoT and 

next-generation communication networks. It 

examines the evolution of key exchange 

mechanisms, reviews recent authentication and key 

agreement protocols, and compares them based on 

security features, computational complexity, 

communication overhead, energy efficiency, and 

scalability. The paper also identifies key research 

gaps and discusses future directions for developing 

secure, lightweight, and adaptable key exchange 

solutions capable of supporting emerging 

technologies such as edge computing and 5G/6G 

networks. 

A. 2. Background and Evolution of Key Exchange 

Protocols 

The ability to exchange information securely has 

always been a fundamental requirement in 

computer networks. As communication 

technologies have evolved—from traditional wired 

networks to wireless systems, cloud computing, 

and the Internet of Things (IoT)—the need for 

efficient and reliable key exchange mechanisms 

has become increasingly important. Before any 

confidential information can be transmitted, the 

communicating parties must establish a shared 

secret key that can be used for encryption and 

authentication. This process is known as key 

exchange and forms the foundation of secure 

communication. 

In the early years of cryptography, secure 

communication relied primarily on symmetric-key 

algorithms. These algorithms are computationally 

efficient because the same secret key is used for 

both encryption and decryption. However, their 

effectiveness depends on the secure distribution of 

the secret key before communication begins. As 

networks expanded and the number of connected 

users increased, securely managing and 

distributing secret keys became a major challenge, 
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particularly in large-scale and distributed 

environments. 

A significant breakthrough came in 1976 when 

Whitfield Diffie and Martin Hellman introduced 

the concept of public-key cryptography. Their key 

exchange protocol demonstrated that two parties 

could establish a shared secret over an insecure 

communication channel without exchanging the 

secret key itself. This revolutionary idea solved one 

of the biggest challenges in cryptography and laid 

the foundation for modern secure communication 

systems. It also inspired the development of several 

public-key algorithms, including RSA and later 

Elliptic Curve Cryptography (ECC). 

Although these public-key techniques provide 

strong security, they are computationally 

demanding. Algorithms such as RSA and the 

classical Diffie–Hellman protocol require large key 

sizes and complex mathematical operations, 

resulting in higher processing time, greater 

memory usage, and increased energy consumption. 

While these limitations are acceptable for desktop 

computers and servers, they present significant 

challenges for IoT devices, wireless sensor 

networks, and embedded systems, where 

processing power, storage capacity, and battery life 

are often limited. 

To address these challenges, researchers 

introduced Elliptic Curve Cryptography (ECC), 

which provides the same level of security as 

traditional public-key algorithms while using much 

smaller key sizes. The reduced computational and 

communication overhead makes ECC particularly 

suitable for resource-constrained devices. As a 

result, ECC has become one of the most widely 

adopted cryptographic techniques for lightweight 

authentication and key agreement protocols. 

In recent years, the rapid growth of IoT, Industrial 

IoT (IIoT), edge computing, smart grids, and 

5G/6G communication networks has accelerated 

research into lightweight cryptography. Modern 

key exchange protocols no longer rely on a single 

cryptographic technique. Instead, they combine 

ECC with hash functions, identity-based 

cryptography, Physical Unclonable Functions 

(PUFs), blockchain technology, and edge-assisted 

authentication to provide stronger security while 

maintaining low computational and 

communication costs. These approaches are 

designed to meet the unique requirements of 

resource-constrained environments by offering 

efficient mutual authentication, secure session key 

establishment, user privacy, and resistance to 

common cyberattacks. 

Understanding how key exchange protocols have 

evolved provides valuable insight into the strengths 

and limitations of existing approaches. It also 

highlights why lightweight cryptographic solutions 

have become essential for securing modern IoT and 

next-generation communication networks. The 

following sections discuss the major key exchange 

techniques, beginning with classical cryptographic 

protocols and progressing toward contemporary 

lightweight authentication mechanisms. 

1) 2.1 Classical Key Exchange Protocols 

The development of secure key exchange protocols 

marks one of the most significant milestones in the 

history of modern cryptography. Before the 

introduction of public-key cryptography, secure 

communication relied almost entirely on 

symmetric-key algorithms, where both 

communicating parties shared the same secret key 

for encryption and decryption. Although symmetric 

encryption algorithms are fast and computationally 

efficient, they require the secret key to be 

exchanged securely before communication begins. 

In small networks this approach is manageable, but 

as the number of users and connected devices 

increases, secure key distribution becomes 

increasingly complex. 

The introduction of the Diffie–Hellman (DH) key 

exchange protocol in 1976 fundamentally changed 

the field of cryptography. For the first time, two 

communicating parties could establish a shared 

secret over an insecure communication channel 

without transmitting the secret key itself. The 

protocol is based on the computational difficulty of 
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solving the discrete logarithm problem, making it 

computationally infeasible for an attacker to derive 

the shared secret from publicly exchanged 

information. This breakthrough became the 

foundation of modern public-key cryptography and 

remains one of the most influential contributions to 

secure communications. 

Following the success of Diffie–Hellman, the RSA 

algorithm was introduced as another landmark 

public-key cryptographic technique. Unlike 

Diffie–Hellman, which focuses on key 

establishment, RSA supports both encryption and 

digital signatures, making it suitable for 

authentication as well as secure communication. Its 

security relies on the computational difficulty of 

factoring large prime numbers. Because of its 

robustness and widespread standardization, RSA 

has been extensively used in secure web 

communications, digital certificates, email 

security, and Public Key Infrastructure (PKI). 

Despite their strong security guarantees, both 

Diffie–Hellman and RSA present practical 

limitations when deployed in resource-constrained 

environments. Their security depends on large key 

sizes and computationally intensive arithmetic 

operations, which increase processing time, 

memory usage, communication overhead, and 

energy consumption. These characteristics make 

them less suitable for devices such as wireless 

sensors, RFID tags, wearable devices, and IoT 

nodes that operate with limited hardware resources 

and battery capacity. 

As IoT applications expanded and billions of 

low-power devices became interconnected, 

researchers recognized the need for more efficient 

cryptographic solutions. The challenge was to 

preserve the security advantages of public-key 

cryptography while reducing computational and 

communication costs. This requirement led to the 

development of Elliptic Curve Cryptography 

(ECC), which achieves comparable security with 

significantly smaller key sizes and lower 

computational overhead. Consequently, ECC has 

become the preferred public-key technique for 

many lightweight authentication and key 

agreement protocols designed for modern IoT and 

next-generation communication networks. 

Although classical key exchange protocols 

continue to play an essential role in cybersecurity, 

they also provide an important benchmark for 

evaluating newer lightweight approaches. 

Understanding their design principles, advantages, 

and limitations helps explain the evolution of 

secure communication mechanisms and highlights 

the motivation for developing lightweight 

cryptographic protocols tailored to 

resource-constrained environments. 

1) 2.2 Elliptic Curve Cryptography (ECC) 

Elliptic Curve Cryptography (ECC) was introduced 

to overcome the limitations of traditional 

public-key cryptographic algorithms, particularly 

in environments where computing resources are 

limited. As the number of connected devices 

increased and applications expanded to wireless 

sensor networks, IoT, and embedded systems, it 

became evident that conventional algorithms such 

as RSA and Diffie–Hellman required more 

computational power, memory, and energy than 

many devices could provide. ECC emerged as an 

efficient alternative by offering the same level of 

security while using significantly smaller key sizes. 

The security of ECC is based on the Elliptic Curve 

Discrete Logarithm Problem (ECDLP), which is 

considered computationally infeasible to solve 

using current classical computing techniques. 

Instead of relying on large integer factorization or 

discrete logarithms in finite fields, ECC performs 

cryptographic operations on points defined over an 

elliptic curve. This mathematical foundation 

allows ECC to achieve strong security with much 

shorter keys. For example, a 256-bit ECC key 

provides a security level comparable to a 3072-bit 

RSA key. Smaller key sizes reduce storage 

requirements, communication overhead, and 

computational complexity, making ECC 

particularly suitable for resource-constrained 

devices. 
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One of the main advantages of ECC is its 

efficiency. Shorter keys require less memory for 

storage and fewer bits for transmission, resulting in 

lower communication costs. In addition, ECC 

operations consume less processing time and 

energy compared to traditional public-key 

algorithms. These characteristics are especially 

valuable for battery-powered devices such as 

wireless sensors, wearable devices, RFID tags, and 

smart meters, where energy conservation directly 

affects device lifetime. 

Because of these advantages, ECC has become one 

of the most widely adopted cryptographic 

techniques for authentication and key agreement in 

IoT environments. Many lightweight security 

protocols combine ECC with cryptographic hash 

functions and symmetric encryption to provide 

mutual authentication, secure session key 

establishment, and data confidentiality while 

maintaining low computational overhead. Recent 

studies have also integrated ECC with 

identity-based cryptography, blockchain 

technology, edge computing, and Physical 

Unclonable Functions (PUFs) to enhance security 

and improve system scalability. 

Despite its advantages, ECC is not without 

challenges. Operations such as scalar 

multiplication remain computationally intensive 

for extremely constrained devices. In addition, 

implementing ECC securely requires protection 

against side-channel attacks, including timing, 

power analysis, and fault injection attacks. 

Selecting appropriate elliptic curve parameters and 

ensuring secure implementation are therefore 

essential for maintaining the expected level of 

security. 

Overall, ECC represents a major advancement in 

public-key cryptography and has become the 

foundation of many modern lightweight 

authentication and key exchange protocols. Its 

ability to balance strong security with 

computational efficiency makes it particularly well 

suited for emerging applications such as IoT, 

Industrial IoT (IIoT), smart grids, edge computing, 

and next-generation 5G/6G communication 

networks. Consequently, most recent lightweight 

key exchange protocols reviewed in this paper are 

either directly based on ECC or incorporate ECC as 

a core component of their security framework. 

  

1) 2.3 Lightweight Cryptography 

The rapid expansion of the Internet of Things (IoT) 

has brought millions of low-power devices into 

everyday applications, ranging from smart homes 

and healthcare systems to industrial automation 

and intelligent transportation. Unlike traditional 

computers and servers, these devices operate with 

limited processing power, memory, battery 

capacity, and communication bandwidth. As a 

result, implementing conventional cryptographic 

algorithms on such devices often leads to higher 

computational delays, increased energy 

consumption, and reduced system performance. 

These limitations have driven the development of 

lightweight cryptography, which aims to provide 

strong security while making efficient use of 

available resources. 

Lightweight cryptography focuses on designing 

cryptographic algorithms and protocols that require 

less computation, smaller memory, and lower 

communication overhead without compromising 

essential security requirements. Rather than 

replacing conventional cryptographic techniques, 
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lightweight cryptography complements them by 

addressing the unique needs of 

resource-constrained environments. The primary 

objective is to achieve an appropriate balance 

between security, efficiency, and implementation 

cost. 

An effective lightweight cryptographic solution is 

expected to possess several key characteristics. 

First, it should have low computational complexity 

so that encryption, decryption, and authentication 

operations can be completed quickly even on 

low-end processors. Second, it should require 

minimal memory, allowing the algorithm to run 

efficiently on devices with limited RAM and 

storage. Third, energy efficiency is essential 

because many IoT devices operate on batteries or 

energy-harvesting mechanisms and are expected to 

function for extended periods without frequent 

maintenance. Finally, lightweight protocols should 

minimize communication overhead by reducing 

the amount of data exchanged during 

authentication and key establishment, thereby 

conserving both bandwidth and power. 

Lightweight cryptography can be broadly classified 

into two categories: lightweight symmetric 

cryptography and lightweight public-key 

cryptography. Symmetric cryptographic algorithms 

are generally faster and consume fewer 

computational resources because the same secret 

key is used for both encryption and decryption. 

Lightweight block ciphers such as PRESENT, 

GIFT, LED, SIMON, SPECK, and PRINCE have 

been specifically developed for constrained 

devices. Similarly, lightweight hash functions 

including SPONGENT, PHOTON, and QUARK 

provide efficient mechanisms for ensuring data 

integrity and authentication while requiring 

minimal hardware resources. 

Although symmetric cryptography is highly 

efficient, it introduces the challenge of secure key 

distribution. This limitation has encouraged 

researchers to develop lightweight public-key 

cryptographic techniques that simplify key 

management while maintaining acceptable 

performance. Among these approaches, Elliptic 

Curve Cryptography (ECC) has emerged as the 

most widely adopted solution because it provides 

strong security with relatively small key sizes. 

Recent protocols also combine ECC with 

identity-based cryptography, Physical Unclonable 

Functions (PUFs), blockchain technology, and 

edge computing to further improve authentication 

efficiency and strengthen resistance against 

evolving cyber threats. 

Despite the significant progress achieved in 

lightweight cryptography, designing secure and 

efficient protocols remains a challenging task. 

Reducing computational complexity often requires 

trade-offs that may affect security, scalability, or 

interoperability. Moreover, lightweight protocols 

must remain resilient against attacks such as replay 

attacks, impersonation attacks, man-in-the-middle 

attacks, side-channel attacks, and session key 

compromise while operating within strict resource 

constraints. Achieving this balance between 

efficiency and robust security continues to be one 

of the most important research challenges in 

modern cryptography. 

As IoT ecosystems continue to grow and support 

increasingly diverse applications, lightweight 

cryptography has become a fundamental building 

block for secure communication. Its ability to 

deliver strong security with minimal resource 

consumption has made it indispensable for IoT, 

wireless sensor networks, smart grids, healthcare 

systems, edge computing, and emerging 5G/6G 

communication environments. Consequently, most 

recent authentication and key exchange protocols 

are built upon lightweight cryptographic principles 

to meet the demanding requirements of 

next-generation networks. 

1) 2.4 Requirements of Lightweight Key Exchange 

Protocols 

The increasing adoption of IoT devices and 

next-generation communication technologies has 

made the design of lightweight key exchange 

protocols more important than ever. Unlike 

conventional computer systems, IoT devices 
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operate under strict resource constraints while 

often communicating over open and potentially 

insecure networks. As a result, an effective key 

exchange protocol must not only establish a secure 

session key but also ensure that this is achieved 

with minimal computational and communication 

overhead. Designing such protocols requires 

balancing strong security with the limited 

capabilities of resource-constrained devices. 

One of the most important requirements of any key 

exchange protocol is mutual authentication. Before 

exchanging sensitive information, both 

communicating entities must verify each other's 

identity to ensure that they are communicating with 

legitimate devices. Mutual authentication helps 

prevent unauthorized access and protects the 

network from impersonation attacks, where an 

attacker pretends to be a trusted device. 

Another essential requirement is confidentiality, 

which ensures that sensitive information remains 

inaccessible to unauthorized users. During the key 

exchange process, secret keys and authentication 

messages must be protected from eavesdroppers. 

Once a secure session key has been established, all 

subsequent communication should remain 

encrypted to prevent data leakage. 

Maintaining data integrity is equally important. 

Devices should be able to verify that transmitted 

messages have not been altered during 

communication. Even a small modification to 

authentication data or exchanged keys can 

compromise the entire communication process. 

Therefore, lightweight protocols commonly 

employ cryptographic hash functions and message 

authentication techniques to detect any 

unauthorized modifications. 

Modern key exchange protocols are also expected 

to provide forward secrecy. This property ensures 

that the compromise of a long-term private key 

does not expose previously established session 

keys. Even if an attacker gains access to a device's 

secret key at a later stage, earlier communication 

sessions should remain protected. Forward secrecy 

has become a standard security requirement for 

modern authentication protocols, particularly in 

applications involving sensitive personal or 

industrial data. 

Privacy protection has emerged as another 

important consideration in IoT environments. 

Many smart devices continuously exchange 

personal or location-based information, making 

users vulnerable to tracking and profiling. To 

address this issue, lightweight authentication 

protocols should preserve user anonymity and 

device privacy by concealing permanent identities 

during communication. Temporary identities or 

pseudonyms are commonly used to reduce the risk 

of user tracking while maintaining secure 

authentication. 

Because IoT deployments often consist of 

thousands or even millions of connected devices, 

scalability is another critical design requirement. A 

lightweight key exchange protocol should continue 

to operate efficiently as the network grows without 

causing excessive delays or increasing 

communication costs. Similarly, low 

computational complexity and minimal memory 

requirements are essential for devices with limited 

processing capability and storage. Efficient 

algorithms extend battery life and improve the 

overall performance of constrained devices. 

In addition to these functional requirements, 

modern protocols must demonstrate resilience 

against a wide range of cyberattacks. They should 

be capable of resisting replay attacks, 

man-in-the-middle attacks, impersonation attacks, 

session key disclosure attacks, password guessing 

attacks, insider attacks, and denial-of-service 

attacks. Formal security verification and 

performance evaluation are therefore important 

components of protocol design, providing 

confidence that the proposed scheme satisfies both 

security and efficiency requirements. 

Overall, the effectiveness of a lightweight key 

exchange protocol depends on its ability to provide 

strong security while consuming minimal 
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computational resources. Achieving this balance 

remains one of the primary research challenges in 

IoT security. The following section reviews 

existing lightweight authentication and key 

exchange protocols proposed in the literature and 

compares their strengths, limitations, and 

suitability for resource-constrained environments. 

A. 3. Review of Lightweight Key Exchange 

Protocols 

The growing adoption of IoT and 

resource-constrained devices has led to the 

development of numerous lightweight 

authentication and key exchange protocols over the 

past two decades. These protocols differ in their 

cryptographic techniques, security objectives, and 

performance characteristics. While some 

approaches focus on minimizing computational 

cost, others prioritize stronger security, user 

privacy, or scalability. As a result, no single 

protocol is suitable for every application, and 

selecting an appropriate solution depends largely 

on the requirements of the target environment. 

Researchers have proposed a variety of lightweight 

key exchange mechanisms to address the 

challenges associated with limited computational 

resources, memory constraints, and energy 

consumption. Early studies mainly concentrated on 

reducing the complexity of traditional public-key 

cryptography, whereas more recent research has 

explored hybrid approaches that combine multiple 

cryptographic techniques to achieve improved 

security and efficiency. These developments reflect 

the growing demand for secure communication in 

emerging applications such as smart healthcare, 

intelligent transportation, industrial automation, 

smart grids, and edge computing. 

Based on the underlying cryptographic techniques, 

existing lightweight key exchange protocols can be 

broadly classified into several categories. The most 

common approaches include Elliptic Curve 

Cryptography (ECC)-based protocols, hash-based 

authentication schemes, identity-based 

cryptographic protocols, Physical Unclonable 

Function (PUF)-based authentication mechanisms, 

blockchain-assisted key management schemes, and 

hybrid authentication frameworks. Each category 

offers distinct advantages while also presenting 

specific challenges related to computational 

complexity, communication overhead, 

implementation cost, and resistance to security 

attacks. 

Among these approaches, ECC-based protocols 

have received considerable attention because they 

provide strong security using relatively small key 

sizes. Their ability to reduce computation time and 

communication overhead makes them particularly 

suitable for IoT devices with limited processing 

capabilities. Consequently, many recent 

authentication protocols incorporate ECC as the 

primary mechanism for secure key establishment 

while integrating lightweight hash functions and 

symmetric encryption to improve overall 

efficiency. 

At the same time, researchers have recognized that 

security alone is not sufficient for modern IoT 

environments. Contemporary protocols are 

increasingly designed to satisfy additional 

requirements such as user anonymity, forward 

secrecy, resistance to replay and impersonation 

attacks, and secure operation in heterogeneous 

networks. Some studies have also incorporated 

edge computing, blockchain technology, and 

machine learning to enhance authentication 

efficiency, reduce latency, and improve trust 

management in distributed environments. 

Although substantial progress has been achieved, 

several limitations remain. Many existing 

protocols perform well under specific conditions 

but experience challenges when deployed in 

large-scale IoT systems. Issues such as high 

communication overhead, limited scalability, 

increased authentication delay, and vulnerability to 

emerging cyber threats continue to motivate further 

research. These limitations highlight the need for 

lightweight key exchange protocols that can 

simultaneously provide strong security, efficient 

performance, and adaptability to next-generation 

communication networks. 
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The following subsections present a detailed 

review of the major categories of lightweight key 

exchange protocols. Each category is discussed in 

terms of its working principles, recent 

developments, strengths, limitations, and 

suitability for different IoT applications. 

1) 3.1 ECC-Based Lightweight Key Exchange 

Protocols 

Elliptic Curve Cryptography (ECC) has become 

the preferred public-key cryptographic technique 

for lightweight authentication and key exchange in 

resource-constrained environments. Its widespread 

adoption is largely due to its ability to provide 

strong security using much smaller key sizes than 

conventional algorithms such as RSA. This makes 

ECC particularly attractive for IoT devices, where 

processing power, memory, and battery life are 

often limited. By reducing both computational and 

communication costs, ECC enables secure 

communication without placing excessive 

demands on device resources. 

The introduction of ECC marked an important 

milestone in the development of efficient 

public-key cryptography. Early research 

demonstrated that ECC could achieve security 

comparable to traditional public-key algorithms 

while requiring significantly shorter keys. This 

improvement encouraged researchers to explore its 

use in applications where conventional 

cryptographic methods were considered too 

resource-intensive. As IoT technologies evolved, 

ECC quickly became a core component of 

lightweight authentication and key agreement 

protocols. 

Over the years, numerous ECC-based protocols 

have been proposed to address the diverse security 

requirements of IoT applications. Many of these 

protocols combine ECC with lightweight 

cryptographic techniques such as hash functions 

and symmetric encryption to improve efficiency 

while maintaining a high level of security. These 

hybrid designs reduce the number of 

computationally expensive elliptic curve 

operations, resulting in faster authentication, lower 

communication overhead, and reduced energy 

consumption. Such improvements are particularly 

valuable for battery-powered devices that must 

operate continuously for long periods. 

The flexibility of ECC has also allowed it to be 

adapted to a wide range of application domains. In 

smart healthcare, it helps protect sensitive patient 

information during communication between 

medical devices and healthcare providers. In smart 

grids, ECC-based protocols secure data exchange 

between smart meters and utility control centres. 

Similarly, in edge computing environments, 

lightweight ECC schemes enable rapid 

authentication between edge servers and connected 

devices while minimizing communication delays. 

These applications demonstrate the versatility of 

ECC in meeting the security demands of different 

IoT ecosystems. 

Despite its many advantages, ECC is not a 

complete solution to every security challenge. The 

scalar multiplication operation, which forms the 

basis of ECC computations, can still be 

computationally demanding for extremely 

low-power devices. In addition, secure 

implementation is just as important as the 

underlying mathematical algorithm. Poor 

implementation practices may expose systems to 

side-channel attacks, including timing attacks, 

power analysis, and fault injection attacks. 

Researchers have therefore focused not only on 

improving the efficiency of ECC-based protocols 

but also on strengthening their practical security 

against implementation-level threats. 

Another important direction in recent research has 

been the integration of ECC with emerging 

technologies such as blockchain, Physical 

Unclonable Functions (PUFs), identity-based 

cryptography, and edge computing. These hybrid 

approaches aim to enhance privacy, simplify key 

management, and improve scalability while 

preserving the lightweight characteristics required 

for IoT devices. As IoT networks continue to 

expand, such combinations are expected to play an 
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increasingly important role in developing secure 

and efficient authentication mechanisms. 

Overall, the existing literature clearly indicates that 

ECC provides an effective balance between 

security and efficiency, making it the foundation of 

many modern lightweight key exchange protocols. 

Although current ECC-based schemes have 

achieved significant progress, challenges related to 

scalability, implementation security, and support 

for future technologies such as quantum computing 

remain active areas of research. Addressing these 

challenges will be essential for developing the next 

generation of lightweight authentication protocols 

capable of securing increasingly complex IoT 

environments. 

Table 1. Summary of Representative ECC-Based 
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1) 3.2 Hash-Based Authentication Protocols 

Hash-based authentication protocols have emerged 

as an effective solution for securing 

communication in resource-constrained 

environments where computational efficiency is a 

primary concern. Unlike public-key cryptographic 

algorithms, cryptographic hash functions require 

significantly less processing power and memory, 

making them well suited for IoT devices, wireless 

sensor networks, RFID systems, and other 

low-power applications. Their simplicity and speed 

have made them an important component of many 

modern lightweight authentication schemes. 

A cryptographic hash function transforms an input 

message of any length into a fixed-length output, 

commonly referred to as a hash value or message 

digest. An ideal hash function is computationally 

efficient while exhibiting properties such as 

one-way computation, collision resistance, and 

resistance to preimage attacks. These 

characteristics enable hash functions to verify data 

integrity and authenticate messages without 

revealing sensitive information. 

Many lightweight authentication protocols rely on 

hash functions to reduce computational overhead 

during the authentication process. Instead of 

performing expensive public-key operations 

repeatedly, devices generate and verify hash values 

to authenticate each other and establish secure 

communication. This significantly decreases 

processing time, communication delay, and energy 

consumption, making hash-based schemes 
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particularly suitable for battery-powered devices 

that operate continuously in dynamic 

environments. 

Over the past decade, researchers have proposed 

several hash-based authentication protocols for IoT 

applications. These protocols are commonly 

designed to provide mutual authentication, secure 

session key establishment, and message integrity 

while minimizing resource consumption. Many 

schemes also combine hash functions with 

symmetric encryption or Elliptic Curve 

Cryptography (ECC) to strengthen security without 

introducing substantial computational overhead. 

Such hybrid approaches have shown improved 

efficiency while maintaining resistance to common 

security threats. 

One of the major strengths of hash-based 

authentication is its ability to deliver fast 

authentication with minimal computational cost. 

Since hash functions require relatively simple 

mathematical operations, they are considerably 

more energy efficient than traditional public-key 

algorithms. This advantage makes them 

particularly useful for applications where devices 

have limited battery capacity or where frequent 

authentication is required. In addition, the reduced 

communication overhead contributes to faster 

response times and improved network 

performance. 

Despite these advantages, hash-based 

authentication protocols also have certain 

limitations. Because hash functions alone cannot 

perform secure key exchange, many protocols 

depend on additional cryptographic mechanisms to 

establish shared session keys. Furthermore, if 

protocol design is inadequate, systems may remain 

vulnerable to replay attacks, impersonation attacks, 

and offline password guessing attacks. 

Consequently, recent research has focused on 

combining hash functions with complementary 

security techniques to improve both efficiency and 

resilience against sophisticated cyber threats. 

Overall, hash-based authentication has become an 

essential component of lightweight security 

solutions for IoT environments. Its low 

computational requirements, fast execution, and 

efficient use of system resources make it an 

attractive choice for resource-constrained devices. 

However, achieving an effective balance between 

simplicity, strong security, and scalability remains 

an active area of research. As IoT networks 

continue to expand, future authentication protocols 

are expected to integrate hash functions with 

advanced cryptographic techniques to provide 

more secure, flexible, and efficient key exchange 

mechanisms. 

1) 3.3 Identity-Based Authentication Protocols 

As IoT networks continue to expand, managing 

cryptographic keys and digital certificates has 

become increasingly challenging. In large-scale 

environments consisting of thousands or even 

millions of interconnected devices, traditional 

Public Key Infrastructure (PKI) can introduce 

significant communication overhead, complex 

certificate management, and higher deployment 

costs. To address these challenges, researchers 

have explored identity-based cryptography as an 

alternative approach that simplifies authentication 

while maintaining a high level of security. 

The concept of identity-based cryptography allows 

a user's unique identity, such as an email address, 

device identifier, or network address, to serve as 

the public key. This eliminates the need for digital 

certificates, reducing the complexity associated 

with certificate generation, storage, verification, 

and revocation. As a result, identity-based 

authentication protocols are particularly attractive 

for IoT environments where devices have limited 

computational resources and network connectivity. 

In recent years, numerous identity-based 

authentication and key agreement protocols have 

been proposed for IoT applications. These 

protocols are designed to provide secure mutual 

authentication while reducing computational 

complexity and communication overhead. Many 

schemes combine identity-based cryptography with 
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lightweight techniques such as cryptographic hash 

functions and Elliptic Curve Cryptography (ECC) 

to achieve both efficiency and strong security. This 

combination enables devices to establish secure 

session keys with fewer computational steps than 

conventional certificate-based systems. 

One of the key advantages of identity-based 

authentication is its simplified key management. 

Since public keys are directly derived from device 

identities, there is no need to distribute or validate 

certificates during the authentication process. This 

reduces communication delays and makes the 

authentication procedure more efficient, especially 

in dynamic IoT environments where devices 

frequently join or leave the network. The 

simplified architecture also lowers implementation 

costs and improves scalability. 

Another important benefit is the flexibility of 

identity-based protocols across different 

application domains. They have been successfully 

applied in smart healthcare, industrial IoT, 

intelligent transportation systems, cloud-assisted 

IoT, and smart grid networks. In these applications, 

identity-based authentication supports secure 

communication while minimizing the processing 

burden on constrained devices. Many recent 

protocols also incorporate anonymous identities or 

pseudonyms to enhance user privacy and prevent 

device tracking. 

Despite these advantages, identity-based 

authentication schemes are not without limitations. 

Most protocols rely on a trusted authority, 

commonly referred to as the Private Key Generator 

(PKG), which is responsible for generating users' 

private keys. This creates a key escrow problem 

because the trusted authority has knowledge of 

every user's private key. If the PKG is 

compromised, the security of the entire system may 

be affected. Researchers have proposed 

certificateless and distributed identity-based 

cryptographic approaches to reduce this 

dependency and improve overall system security. 

Recent research has focused on strengthening 

identity-based authentication by integrating it with 

emerging technologies such as blockchain, edge 

computing, and Physical Unclonable Functions 

(PUFs). These hybrid approaches aim to improve 

privacy, reduce trust dependency, and enhance 

resistance against attacks such as impersonation, 

replay, and man-in-the-middle attacks. As IoT 

ecosystems continue to evolve, identity-based 

authentication remains an active area of research 

because of its ability to simplify key management 

while providing efficient and secure 

communication. 

Overall, identity-based authentication protocols 

offer an attractive balance between security, 

efficiency, and ease of deployment. Their reduced 

certificate management overhead makes them well 

suited for large-scale IoT environments, although 

challenges related to key escrow and trusted 

authority management still require further 

investigation. Ongoing research is expected to 

address these issues and develop more scalable and 

privacy-preserving authentication mechanisms for 

future IoT applications. 

1) 3.6 AI-Enabled and Hybrid Authentication 

Protocols 

The rapid evolution of IoT, edge computing, and 

next-generation communication networks has 

introduced new security challenges that cannot 

always be addressed by conventional 

authentication techniques alone. As IoT 

ecosystems become larger and more dynamic, 

researchers have started combining multiple 

security technologies to develop authentication 

protocols that are not only secure but also adaptive 

and intelligent. This has led to the emergence of 

AI-enabled and hybrid authentication protocols, 

which integrate cryptographic methods with 

artificial intelligence, machine learning, 

blockchain, edge computing, and other advanced 

technologies. 

Unlike traditional authentication schemes that rely 

on predefined rules, AI-based approaches can 

analyse network behaviour, identify unusual 
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activities, and detect potential attacks in real time. 

Machine learning algorithms are increasingly being 

used to recognize abnormal communication 

patterns, detect compromised devices, and improve 

intrusion detection systems. By learning from 

historical data, these models can identify threats 

that may not be detected through conventional 

rule-based security mechanisms. This ability 

makes AI particularly valuable in large-scale IoT 

environments where manual monitoring is 

impractical. 

In addition to artificial intelligence, many 

researchers have proposed hybrid authentication 

frameworks that combine multiple cryptographic 

techniques to achieve better security and 

performance. For example, Elliptic Curve 

Cryptography (ECC) is frequently integrated with 

lightweight hash functions, blockchain, Physical 

Unclonable Functions (PUFs), or identity-based 

cryptography. Such combinations leverage the 

strengths of different techniques while 

compensating for their individual limitations. As a 

result, hybrid protocols often provide stronger 

authentication, improved privacy protection, and 

more efficient key management than approaches 

based on a single cryptographic method. 

Edge computing has also become an important 

component of modern authentication frameworks. 

Instead of sending every authentication request to a 

central cloud server, edge devices perform security 

operations closer to the data source. This reduces 

communication latency, decreases network 

congestion, and enables faster authentication 

decisions. Combining edge computing with 

lightweight cryptographic techniques allows IoT 

devices to maintain secure communication while 

meeting the real-time requirements of applications 

such as autonomous vehicles, industrial 

automation, and smart healthcare. 

Although AI-enabled and hybrid authentication 

protocols offer several advantages, they also 

present new challenges. Artificial intelligence 

models require high-quality training data and 

sufficient computational resources, which may not 

always be available in constrained IoT 

environments. Similarly, integrating multiple 

security technologies can increase implementation 

complexity and make protocols more difficult to 

deploy and maintain. Ensuring interoperability 

among devices from different manufacturers and 

protecting AI models from adversarial attacks 

remain important areas of ongoing research. 

Despite these challenges, current research indicates 

that hybrid approaches represent a promising 

direction for future IoT security. Rather than 

relying on a single authentication mechanism, they 

combine complementary technologies to provide 

stronger security, improved scalability, and greater 

resilience against evolving cyber threats. As IoT 

networks continue to expand and support 

increasingly complex applications, AI-enabled and 

hybrid authentication protocols are expected to 

play a key role in securing next-generation 

communication systems. 

The review of existing literature demonstrates that 

each category of lightweight key exchange protocol 

offers distinct advantages while addressing specific 

security requirements. However, no single 

approach fully satisfies all the demands of modern 

IoT environments. This observation highlights the 

importance of identifying the strengths and 

limitations of current solutions, which forms the 

basis for the comparative analysis presented in the 

next section. 

A. 4. Comparative Analysis of Existing 

Lightweight Key Exchange Protocols 

Over the past two decades, researchers have 

proposed numerous lightweight authentication and 

key exchange protocols to address the security 

challenges of resource-constrained environments. 

Although these protocols share the common 

objective of establishing secure communication 

with minimal resource consumption, they differ 

considerably in their design, security features, and 

overall performance. Some prioritize 

computational efficiency, while others focus on 

enhancing privacy, reducing communication 

overhead, or improving resistance to cyberattacks. 
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As a result, evaluating these protocols from 

multiple perspectives is essential for understanding 

their practical suitability for different IoT 

applications. 

A comparative analysis provides a clearer picture 

of how existing protocols have evolved and where 

they stand in terms of security and efficiency. 

Instead of examining each protocol individually, it 

enables researchers to identify common design 

patterns, assess their strengths and limitations, and 

recognize the trade-offs involved in different 

cryptographic approaches. Such an analysis also 

helps determine which techniques are most 

appropriate for specific application domains, 

including wireless sensor networks, smart 

healthcare, industrial IoT, smart grids, and edge 

computing. 

One of the most significant observations from the 

existing literature is the growing preference for 

Elliptic Curve Cryptography (ECC). Because ECC 

offers strong security with relatively small key 

sizes, many recent protocols use it as the 

foundation for secure key establishment. These 

protocols are often combined with lightweight hash 

functions, symmetric encryption, or identity-based 

cryptography to further reduce computational 

complexity and communication costs. More recent 

studies have also integrated blockchain technology, 

Physical Unclonable Functions (PUFs), and edge 

computing to improve trust management, privacy, 

and scalability. 

While security remains the primary objective of 

any authentication protocol, performance has 

become equally important in resource-constrained 

environments. IoT devices often operate with 

limited battery capacity, processing power, 

memory, and communication bandwidth. 

Consequently, modern lightweight protocols are 

expected to achieve strong security without 

introducing excessive computational delay or 

energy consumption. Researchers therefore 

evaluate protocols using both security-related 

metrics, such as resistance to replay attacks, 

impersonation attacks, man-in-the-middle attacks, 

and forward secrecy, and performance-related 

metrics, including computation time, 

communication overhead, memory requirements, 

and energy efficiency. 

The comparative analysis presented in this review 

is based on representative lightweight key 

exchange protocols reported in recent literature. 

Each protocol is evaluated using a common set of 

security and performance criteria to provide a 

balanced assessment of its capabilities. This 

structured comparison not only highlights the 

progress achieved in lightweight cryptography but 

also identifies the challenges that continue to 

influence protocol design. 

The findings indicate that no single protocol 

satisfies all security and performance requirements 

simultaneously. Protocols offering stronger 

security often require additional computation or 

communication, whereas highly efficient schemes 

may provide fewer security features or rely on 

stronger assumptions. These trade-offs 

demonstrate that protocol selection depends on the 

intended application and its specific operational 

requirements. The following tables summarize the 

characteristics of representative lightweight key 

exchange protocols and provide a detailed 

comparison of their security properties and 

performance. 

A. 5. Research Gaps and Future Research 

Directions 

The comparative analysis of existing lightweight 

key exchange protocols reveals that significant 

progress has been made in developing secure and 

efficient authentication mechanisms for IoT and 

other resource-constrained environments. Modern 

protocols provide stronger security, lower 

computational overhead, and better energy 

efficiency than traditional cryptographic 

approaches. Nevertheless, the rapid evolution of 

IoT ecosystems, edge computing, and 

next-generation communication networks 

continues to introduce new challenges that existing 

solutions do not fully address. 
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One of the most noticeable research gaps is the lack 

of a protocol that can simultaneously achieve high 

security, low computational complexity, and strong 

scalability. Many protocols are designed for 

specific applications or network architectures and 

perform well under controlled conditions. 

However, when deployed in large-scale IoT 

environments with thousands of interconnected 

devices, issues such as communication delays, 

increased authentication overhead, and key 

management complexity become more evident. 

Developing protocols that remain efficient as 

network size grows is therefore an important 

research priority. 

Privacy protection also remains an active area of 

research. Although many recent authentication 

schemes support anonymous communication 

through temporary identities or pseudonyms, 

protecting user privacy in highly dynamic IoT 

environments is still challenging. Location 

tracking, identity disclosure, and traffic analysis 

continue to threaten user confidentiality, 

particularly in applications such as smart 

healthcare and intelligent transportation systems. 

Future authentication protocols should strengthen 

privacy-preserving mechanisms while maintaining 

lightweight operation. 

Another important challenge is preparing 

lightweight cryptographic systems for the 

emergence of quantum computing. Most existing 

protocols rely on mathematical problems such as 

integer factorization or the elliptic curve discrete 

logarithm problem, which could become 

vulnerable to sufficiently powerful quantum 

computers. Although practical quantum attacks are 

not yet a reality for most IoT systems, researchers 

have already begun investigating lightweight 

post-quantum cryptographic techniques. Designing 

quantum-resistant key exchange protocols that 

remain suitable for resource-constrained devices 

represents one of the most promising directions for 

future research. 

Interoperability is another issue that deserves 

greater attention. IoT ecosystems typically consist 

of devices from different manufacturers that use 

diverse communication standards and hardware 

platforms. Ensuring that lightweight authentication 

protocols operate efficiently across heterogeneous 

environments without compromising security 

remains a significant challenge. Future research 

should focus on developing standardized and 

interoperable authentication frameworks capable 

of supporting seamless communication among 

diverse IoT devices. 

The increasing adoption of edge computing and 

artificial intelligence also presents new 

opportunities for improving authentication 

mechanisms. Edge-assisted security architectures 

can reduce authentication latency by processing 

requests closer to the source of data, while artificial 

intelligence can help detect abnormal behaviour, 

identify compromised devices, and respond to 

evolving cyber threats. Integrating these 

technologies with lightweight cryptographic 

techniques may lead to authentication systems that 

are both adaptive and computationally efficient. 

Another promising research direction involves 

hybrid security frameworks that combine multiple 

technologies rather than relying on a single 

cryptographic approach. Recent studies have 

shown that integrating Elliptic Curve Cryptography 

(ECC), Physical Unclonable Functions (PUFs), 

blockchain, identity-based cryptography, and 

lightweight hash functions can improve both 

security and efficiency. However, balancing the 

benefits of these technologies while avoiding 

unnecessary computational overhead remains an 

open research challenge. 

Overall, the literature suggests that future 

lightweight key exchange protocols should not 

only focus on reducing computational cost but also 

address emerging requirements such as quantum 

resistance, privacy preservation, scalability, 

interoperability, and intelligent threat detection. 

Achieving this balance will be essential for 

securing future IoT, Industrial IoT, edge 

computing, and 6G communication networks. 

Continued research in these areas will contribute to 
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the development of authentication protocols that 

are secure, efficient, scalable, and capable of 

meeting the evolving demands of next-generation 

digital infrastructures. 
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